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1
Decision/action requested

This is updating the assumptions of the study.
2
References

[1] TR 33.892 Study on URSP rules to securely identify applications
3
Rationale

Operators can use the URSP rules to configure UEs to steer the traffic of specific applications based on the policy of operators. However, the application identity is not a secure identifier and can be misused: 

The user may download another application (not the application created by the operator), which presents the same application identity. 

The following trust model actors are involved with the following asusmptions: 
PCF: the PCF provides for a specific operator application the URSP rule to the UE, which includes the application ID and the operator desired action, which the UE should apply for this application, e.g. mapping of traffic to a specific slice.
UE: the UE matches the data sent by an application to a specific URSP rule based on the application ID, which is used by the application in the UE and the corresponding application ID in the URSP rule.

Application Store: verifies for an uploaded application that the application ID is unique and that the embedded certificate in the application package matches the signature before the application is offered for download.

User: the subscriber may have an interest to reuse operator privileged network resources, e.g. a specific network slice, with another application by reusing the same application ID of the genuine application of the operator. The user can sideload applications in a UE (e.g., transferred directly via USB or Bluetooth), or they can be downloaded from a non-official application store. 
The attack model can be described as above for the user: the user can install applications on the UE, which are not originating from official application stores, i.e. sideloaded e.g. via USB cable or Bluetooth or from a non-official application store. The false application installed on the UE is reusing the application ID from a genuine operator application with priviledged network access. The application ID of the genuine operator application is part of a URSP rule in the UE, including the corresponding action the UE has to apply for the data of that application. The UE will then map the data from the false application according to the URSP rule, since the application ID from the false application matches the application ID from the URSP rule.
4
Detailed proposal

The following changes are proposed to be included in TR 33.892: 
Start of Changes

4
Assumptions

This clause contains assumptions for the study. If there are no assumptions at the end of the study, the clause will be removed before sending for approval.

4.1 Trust model

4.1.1 Actors
Operators can use the URSP rules to configure UEs to steer the traffic of specific applications based on the policy of operators. However, the application identity is not a secure identifier and can be misused: 

The user may download another application (not the application created by the operator), which presents the same application identity. 

The following trust model actors are involved with the following asusmptions: 

PCF: the PCF provides for a specific operator application the URSP rule to the UE, which includes the application ID and the operator desired action, which the UE should apply for this application, e.g. mapping of traffic to a specific slice. 

UE: the UE matches the data sent by an application to a specific URSP rule based on the application ID, which is used by the application in the UE and the corresponding application ID in the URSP rule.

Application Store: verifies for an uploaded application that the application ID is unique and that the embedded certificate in the application package matches the signature before the application is offered for download.

User: the subscriber may have an interest to reuse operator privileged network resources, e.g. a specific network slice, with another application by reusing the same application ID of the genuine application of the operator. The user can sideload applications in a UE (e.g., transferred directly via USB or Bluetooth), or they can be downloaded from a non-official application store.
4.1.2 Attacker model
For the attack model it is assumed that the user can install applications on the UE, which are not originating from official application stores, i.e. sideloaded e.g. via USB cable or Bluetooth or from a non-official application store. The false application installed on the UE is reusing the application ID from a genuine operator application with priviledged network access. The application ID of the genuine operator application is part of a URSP rule in the UE, including the corresponding action the UE has to apply for the data of that application. The UE will then map the data from the false application according to the URSP rule, since the application ID from the false application matches the application ID from the URSP rule.
End of Changes

